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Mopgn. n pata

B3am. nHB. Ne YHB. Ne ny6r.

Mopgn. n gata

MuB. Nenoan.

B nmannoMm noxymente mnpuBeneHbl cBeaeHus o6 umzgenun DJIIIN.468353.032 «CereBoi
oTBeTBHUTENb «Jlenbra-24» (mamee — W3aenue), €ro Ha3HAYEHHWH M OCOOEHHOCTAX INPHMEHEHUS B
3aBHCUMOCTH OT KOHKPETHOTO 00BEKTa BHIYUCIUTEIBHON TEXHUKH.

[lepen HayamoM HCHONB30BAHUS H3JENIUS HEOOXOAMMO H3YYHTh HAYIIYI0O B KOMILIEKTE
MOCTaBKHU IKCIUTYaTallHOHHYIO JOKYMEHTAIHIO.
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MNoan. u gata

B3am. nHB. Ne YHB. Ne ny6r.

Mopn. v pata

MuB. Nenoan.

1 Onucanue u padora u3aenus
1.1 Ha3uauenue usnenus

1.1.1 Uznenue OJI111.468353.032 «CereBoii OTBETBUTEND «/lenbra-24» mpenHa3HaueHo AJis
OTBETBJICHUs (AyOIMpOBaHHMs) CETCBOrO Tpaduka U3 KOHTPOJIMPYEMOro KaHaia cBsi3u B ceTsix Ethernet,
Fast Ethernet u Gigabit Ethernet. M3ngenmne MoKeT HCIOIB30BATHCSA JUIS MOAKIIOYCHHS CHCTEM
oOHapy»XeHHUsI BTOPKEHHI, CUCTEM MOHUTOPHUHIA, CPEICTB aHalu3a U (WJIM) COXPAHEHUS CETEBOrO
Tpaduka B *HGOPMAITMOHHBIX CUCTEMaX, GYHKIIMOHUPYIOIUX Ha 6a3e BRIYUCIUTEIbHBIX CETEH.

Wznenue MOXXET HCIONB30BAThCA IS Tepenaud WHQPOpPMAaluHU, COJepIKalleil CBeIeHHS,
COCTaBJISIOLIME IOCYIaPCTBEHHYIO TallHy M UMEIOIIME CTENIEHb CEKPETHOCTU HE Bbllle « COBEPILIEHHO
CEKPETHO»

1.1.2 Uznenue dyukmuonupyer B cerax Ethernet (10Base-T), Fast Ethernet (100Base-T) u
Gigabit Ethernet (1000Base-T).

1.1.3 Uzpenuve BBITIOJHSET CISAYIONINE (QyHKIIUN:

- OTBETBJICHHE CETEBOr0 Tpahuka KOHTPOIUPYEMOTO KaHajla CBS3H;

- BO3MOXXHOCTH arperupoBaHusi TpapuKa KOHTPOIUPYEMOro KaHana (oObenuHeHune tpaduka
KOHTPOJIMPYEMOI'0 KaHaljla, WIYyLIero B oOOMX HAalpaBiI€HUSIX, B OJMH OTBETBJICHHBIA KaHall) IpPH
pabore B cersix Ethernet u Fast Ethernet;

- BbIJIauy OTBETBIEHHOTO TparKa KOHTPOIHPYEMOIO KaHalIa B 1BAa HE3aBUCHUMBIX ITOTOKA IPU
BBIKJTIOYEHHOHN arperaiyu CeTeBOro Tpaguka U B YEThIPE HE3aBUCHUMBIX TMOTOKA MPU BKIHOYEHHOM
arperamyy CETeBOro Tpaduka;

- KOH(HUTYpUPOBAHHE CETEBOTO OTBETBUTEIS Yepe3 BBIJCICHHBIN MOPT.

1.1.4 Nznenue obecrieunBaeT COXpaHEHUE CETEBOI0 COSAMHCHIS HAa KOHTPOJIMPYEMOM KaHaJe
CBSI3M MPU OTKJIFOUEHUH MUTAHUS TyTEM aBTOMATHUECKOTO MEPEKIIOUEHUS B PeXKUM «Oaimacy.

1.1.5 TlporpammHoe obOecriedeHne CETeBbIX OTBETBUTENCH BBIMIOIHAET CleayoImne QyHKINU:

- ABTOMAaTHYECKOE YIIpaBJIEHUE CETEBBIMH MTOPTaAMH U3JIEIINS;

- HACTPOMKY (BKJIIOYEHHE U OTKIIIOUEHHE) PEKMMA arperaiuy CeTeBoro Tpapuka;

- 0TOOpa’keHUE BEepCUU MPOIIUBKHU U3JEIINS;

- 0oTOOpakeHHe KOHTPOJIBHON CYMMBI IIPOITUBKY M3/IEIIHS.

1.1.6 Uznenue AOMKHO SKCIUTYaTHUPOBATHCS B KIMMATHYECKUX YCIOBHUSX, COOTBETCTBYIOIIUX
tpeboBanusim ['OCT PB 20.39.304-98 nns anmmapaTyps! rpynns! 1.1 KIMMaTHYECKOTO HCTIOJIHEHHS
VYXIJI (ny1s oTamIMBaeMbIX TOMEIIEHHH ), B YaCTHOCTH

- TeMIepaTypa OKpyXkarollero Bo3ayxa oT mitoc 5 1o mitoc 40 °C;

- OTHOCHUTEJIbHAS BIQYXHOCTH BO3ayxa oT 27 10 98 % mpu Temmepatype 25 °C.

[Tocne TpaHcTOpTHpPOBaHUS THOO XPaHEHHS M3/ENHS B YCIOBHUSX, OTIMYHBIX OT YKa3aHHBIX,
nepea SKCIUTyaTaled H3/enus HEeOOXOIMMO JOXJAaThCs, 4YTOOBl €ro TeMIepaTrypa JOCTHUIJIA
TeMIIepaTypbl MOMELICHUS YKCIUTyaTallUH.

1.1.7 JIns ¢(yHKIMOHUPOBAHUS MPOTPAMMHOIO OOECIIEUEHHUS! CETeBBIX OTBETBHUTENEH IOA
yIpaBlIeHHEM ONEpallMOHHON cucTeMbl cemeiicTBa Microsoft Windows noimkHa ucnonb3oBaTthest OBM
CO CJEeIYIOUIMMH TEXHUYECKUMHU XapaKTePUCTUKAMMU:

- 32-pa3psinnblii (x86) niu 64-paspsanbiii (x64) nporeccop ¢ yactoror 1 [T nm BeIme;

- MHUHHMMaJbHBII 00beM omnepatuBHOM mamsatu — 1 ['Gaiit ms 32-paszpsanoit Bepcun OC,
2 I'Gaiit ans 64-paspsaaHoit Bepcun OC;

- MUHHMAaJbHBIA 00BEM CBOOOIHOTO IMCKOBOTO MpocTpaHcTBa — 50 MoOaiit;

- BHJCOAJANTEp C MOAJAEPKKON padbouero paspemnieHus He MmeHee 640x480 Todek nmpu riryonHe
1BeTa He MeHee 16 OuT;

- KJIaBHATypa U MbIUIb WJIK COBMECTHMOE YCTPONCTBO BBOJIA;

- Hammuue pazbema DB-9 mis moakmouenus no uatepdeiicy RS-232 (COM-nopr).

Jns  QyHKIMOHUpPOBaHMS TPOrPaMMHOIO OOECHEeUeHHMs] CETEBBIX OTBETBUTENEH T1OJ
ynpasienuem omneparuonHoi cucteMbl OC CH «Astra Linux Special Edition» nomkHa ncnoiabp30BaThest
OBM co crneayomnumMu TEXHUYECKUMU XapaKTEPUCTUKAMU:

- 64-paspsannbiii (x64) nponeccop ¢ yactotort 1 [T nnm Beime;

- MHUHUMAaJbHBIA 00BhEM orepaTUBHON naMatu — 1 ['0aiiT;

- MUHUMAaJbHBIA 00BEM CBOOOIHOTO IMCKOBOTO MpocTpaHcTBa — 50 MoOaiit;
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- BHUJEOaJanTep ¢ NOJAEPKKOI pabouero paspemienus He MeHee 640x480 Touek nmpu riayonHe

1BETa HEe MeHee 16 OuT;

- KJIaBHATypa U MBIIIb I COBMECTUMOE YCTPONCTBO BBOJI;
- Hannuue pazbema DB-9 s noakimrouenus mo uarepdeticy RS-232 (COM-mopr).

1.2 TexHu4ecKne XapaKTePUCTHKU

OCHOBHBIE TEXHUUECKHIE XapaKTCPUCTHUKHU U3ACIINA IIPUBCIACHBI B Ta6J'II/II_Ie 1.

Ta6n1z1ua 1 — OCHOBHBIE TEXHUYECKHE XAPAKTCPUCTHUKU U3JCIINA

XapaKTepHucTHKa 3HavcHMe
dopm-hakTop uznenus ABTOHOMHBII MOJTYJIb C BBIHOCHBIM OJIOKOM
TIUTaHUS
KonuuecTBO KOHTPOJIUPYEMBIX KaHAJIOB 1
KonnmdecTBO OPTOB /151 BBIIAYH OTBETBICHHOTO TpaduKa 4

CrangapThl, TNOAJAEPKUBAEMBIE BXOJHBIMH CETEBBIMU
OPTAMHU

10Base-T, 100Base-T, 1000Base-T

CranmapThl, TOJIEP)KUBAEMbIE BBIXOAHBIMH CETEBBIMHU
mopTamMu

1000Base-T

Tun BXOIHBIX U BBIXOIHBIX CETEBBIX IIOpTOB

Pasbpem 8P8C B cOOTBETCTBUM CO CTAaHAAPTOM

RJ45

Tun xoHuUTryparmoHHOrO IOPTA Pazbem DB-9 miis monkimro4eHrs o CTaHAAPTyY

RS-232
MakcumabHOE BpeMs IEPEKITIOUCHIS B PSXKUM «OanIacy 1 mc
MakcumanbHasi 3aJepKKa Makera MpU ero nepegade o 500 HC
KOHTponupyeMoMmy KkaHaimy B ceTu Gigabit FEthernet,
BHOCHMasl H3JIeJTHEM
MakcumanbHas 3a€pKKa MEXKIy MOITYyYECHUEM MaKeTa U3 500 HC
KOHTpoJMpyemMoro kaHaima B cetu Gigabit Ethernet u
BbIJIauei KOITMM [IAKETa B BBIXOAHOM NOPT
MackupoBaHH€ CBOETO NPUCYTCTBUS B KOHTPOJIUPYEMOM Ectb

© ceTH
= [lonnepxkuBaeMbIi  UMAma30H  XapaKTEPUCTHK  CETH 230 B +10 % npu wactote 50 +0,2 I'nt
= SJIEKTPONMTAHUS
= [Motpebusiemblii TOK, He Oojee 50 MA
2 [MoTpebisiemast MOIHOCTD, HE GoJiee 13 Bt

TemnoBeiaeneHNE, HE Oosee 13 Bt
c [aGaputhl nzgenust 6e3 ymakoBKH M OJIOKa MUTaHUsI, He 170 x 130 x 45 mm
S Oosiee (1 X T X B)
g Macca u3zenus 6e3 ynakoBKH 0,8 xr
z Bepcun OC, O AEpKUBAEMbIE nporpamMmibiM | OC CH «Astra Linux Special Edition» (Bepcuit
% o0ecreyeHeM CETEBLIX OTBETBUTEIIEH 14,15, 1.6, penmu3 «CMONEHCK»);
= OC cemetiicta Microsoft Windows (Bepcuii e
s Hiwke Microsoft Windows 7)
%5 CpenHee BpeMs HapaOOTKH Ha OTKa3 80000 gacoB
= CpenHuii CpoK CITy>KOBI JI0 IPEJASILHOTO COCTOSHUS He menee 10 net
% JlOTyCTUMBIiA PEKUM IKCILTyaTallu| Kpyriocyrouno
e

1.3 Cocras uzgenus
©
S B cocraB n3nenus BXOIAT:
= - CeTeBOM OTBETBHUTEb «JlenpTa-24» (manee — ycTpoOHCTBO);
= - O/IIIN.468353.03211C «CeteBoii orBeTBHUTEND «Jlenbra-24y. [TlacnmopT» B me4aTHOM BUJIE,
= - TUCTpUOYTUBHBIN ANEKTPOHHBINA HOCUTEND (Aanee — nucTpuOyTHBHBIA OH) ¢ mporpaMmMHbIM
o0ecreyeHneM | IKCIUTYaTallMOHHOM JJOKYMEHTaIUeH;
= - kabenpb uaTepdeiicuniii RS 232 DBIF/DBIM;
§ - onok mmuranus GS12E05-P1I;
e Jiner
@ @O/I11111.468353.032PD
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- JOKYMEHTBHI, TOATBEPKAAIOIINE TIPOBEICHHE CIEUIPOBEPKHU/CIIEUCCIEAOBAHINA U31enus (B
cilydae HaJau4us TpeOOBaHMs IPOBEACHUS B 3asIBKE MOTPEOUTENSI), IOCTABISAIOTCS OTAEIBHO;

- kornus ceptudukara coorBerctBuss MO P® na ceteBoii orBerButens (CII, mocrasusercs B
cilydae HaJu4us JeHCTBYIOLIEro cepTU(UKaTa, 0 3alpoCy 3aKa3uuKa);

- YIIAKOBKa.

1.4 YcrpoiictBo u pabota
1.4.1 CtpykTypa ycTpoiicTBa

YCTpoHCTBO MpeacTaBIsieT co00H aBTOHOMHBIM MOAYJh C MOJKIFOYaeMbIM BBIHOCHBIM OJIOKOM
MUTaHUS.

1.4.2 BueniHu#i BUJ yCTPOMCTBA CIIEpEIH

Buemnuii Bua ycTpoiicTBa crmepeAau mpencTaBieH Ha pucyHke 1.1. Buemnuit Bug u
pAaCMOJIOKEHUE OTACIIBHBIX 3JIEMEHTOB MAPKUPOBKHA MOTYT HE3HAUUTEIBHO OTIIMYATHCS OT YKA3aHHOTO.

o A 7 2 3 40
=00 20
© Dleskra-24 ©

Pucynoxk 1.1 — Buemnuii BUj ycTpoicTBa criepean

Ha nepenneil manenu ciesa HanpaBo pacloyIoKEHbI CIEAYIOINE JIEMEHTHI:

- A, B — mopthI 151 NOAKIIOUYEHNS K KOHTPOJIUPYEMOMY KaHaIYy;

- CBETOJMOJHBIN UHINKATOP HAIMYUS TUTAHHUS,

- 1,2, 3,4 — nopTsl 115 BBIIAYHM OTBETBJICHHOTO TpaduKa KOHTPOIUPYEMOTo KaHaa.

©
[y
=
= 1.4.3 BHenIHMi BUJI yCTPOMCTBA €331
5
2 Buenrauii BU ycTpoiCTBa c3a/iu PpECTaBIIeH Ha pucyHke 1.2. BHenHuit BU 1 pacronoKeHne
OTJIENIbHBIX 2JIEMEHTOB MaPKUPOBKHU MOT'YT HE3HAUUTEIBHO OTINYATHCA OT YKa3aHHBIX.

c
S
>
I
ol
2 © ©
o
I
s
ol
2 © ©
om
I
=
% Pucynok 1.2 — BHenHuii Bua ycTpoicTBa c3aau
(32
11}

Ha 3agHei manenu cineBa HampaBo pacloJIOKEHBI CIENYIOLINE dJIEMEHTHIL:
© - KOH(UTYpaIMOHHBIHI MOPT;
= - paszbeM Ul MOJAKII0YEeHUS 0J0Ka MUTaHUS.
=
& 1.4.4 Onicanue paGoTHI
o
C

1.4.4.1 TTopter A 1 B npennasHadeHsl 715 MOIKIIOUYECHUS] KOHTPOJIMPYEeMoro kanana. J[anHubie
= HOPTHI MIPEANoIaraloT HOAKIIOUEHHE B pa3pe3 KaHajla CBS3U U MojanepxkuBaioT cranaaptel 10Base-T,
g 100Base-T u 1000Base-T.
C
ol
z Jiner
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1.4.4.2 Tloptsl 1, 2, 3 u 4 npegHa3HAYCHBI [T TIOIKITIOUEHUS CPEACTB aHAIM3a. JlaHHbBIE TOPTHI
MoAIePKUBAIOT ToJbko crtanmapT 1000Base-T, mpu moOmNbBITKE MOAKIIOYECHUS O WHOMY CTaHIAPTY
CeTeBOE COCTUHEHHE YCTAaHOBJIECHO He OyneT. JlaHHbIe TOPTHI MpeIHa3HAuYeHbl TOJIBKO /IS Mepeaadn
Tpaduka, npuHUMaeMblil Tpaduk OyaeT urHopupoBaThes. Onucanue pexxMMoB (PYHKIIMOHUPOBAHUS U
COOTBETCTBYIOIIUX CXEM MOIKIIOUEHHs YCTPOUCTBA MPUBEIEHO B 2.3.

1.4.43 CseroguoaHasi MHAMKAIMS Ha BCEX IOpPTaxX YCTPOMCTBAa HACTPOEHA CJEAYIOUINM
o0OpazoM:

- JIeBBIHA CBETOJMOJ IMOPTA FOPUT B CIIydae HAJIMUUs YCTOWYHUBOTO CETEBOIO COCIMHEHUS U HE
TOPUT B CIIyyae ero OTCYyTCTBHUS;

- TpaBblif CBETOIMOJ MOpPTa KPATKOBPEMEHHO 3aropaercst B clydae Iepeladyd OYepeHOTrO
MaKeTa JaHHBIX.

1444 B ciayyae OTCYTCTBHSI NHTaHUS YCTPOHCTBO OyneT NpOIycKaTh Bech Tpaduk
KOHTPOJIMPYEMOI0 KaHajla HampsIMyl0, HE YYacTBYys B IIPOIECCE€ OIpeleieHHs] AYIUIEKCHOTO H
CKOPOCTHOTO PEKUMOB MEXY TOJKIIOUEHHBIMHU Y3JIaMH CETH.

1.4.4.5 [locne BKItOUEHUS TUTaHKs YCTPOUCTBO HacTpauBaeT Ha nmoprax A u B aymniexcHslii u
CKOPOCTHOM PEXKUMBI CIEIYIOIINUM 00pazoMm:

- OMpENeNAIOTCS CKOPOCTHBIE U JYIUIEKCHBIE PEXHUMBI, IOJJIEPKUBAEMbIE IMapTHEpaMH,
MOJIKJIFOUYEHHBIMH K TTopTam A u B;

- YCTaHaBIUBAIOTCA MaKCHUMAaJbHBIE TyTIEKCHBIN U CKOPOCTHOM PEKUMBI, TOCTyITHbIE 000UM
napTHepam.

1.44.6 VYcTpoilcTBO MpeaoCcTaBisieT BO3MOXKHOCTh KOH(UTypuUpOBaHUSA IO amnmapaTHOMY
untepdeiicy RS-232 ¢ ynpasmnsromeit 9BM. Hactpoiika ocymiecTBiasieTcst Mpy OMOIIU IPOTPaMMHOTO
oOecrieueHns CETEBBIX OTBETBHUTENEH, ycTaHOBIeHHOro Ha 3Toii DBM. IlogpobHas undopmanus o
KOH(UTYPUPOBAHUU YCTPOHCTBA NpuBeneHa B 2.3.2.

1.5 MapkupoBka u I0MOUpPOBaHHE

1.5.1 Ha HmxHel maHenu u3/IeNusi HaKJIEeHbl HAaKJICHKH, CoJlep Kalllie HAanMEHOBaHUE U3IETTUS
u jgary usrortoBiieHus. C 3aJHeld CTOPOHBI KopIyca HW3JeNds HakjJeeHa TrapaHTHilHas HakJehka

©

§ KOHTPOJISI BCKPBITHS, COAepIKAIlasi JIOTOTUI TPEIPUITUS-U3TOTOBUTEISL.

s 1.5.2 Ha xapronnyto kopoOky ®/II111.735312.007, koTopasi CIy>KUT YHAKOBKOU AJIS U3AEIHS,

= HAaHECeHa JTHKETKa, cojep)Kallas HauMEHOBaHUE, O0O3HaueHue, NaTy HM3rOTOBJICHUS HU3JENUS U

2 3aBoickoi Homep. Takke Ha yNakoBKY HakKJ€eHa TrapaHTHiHas HakJeilka KOHTPOJS BCKPBITHS,
coJiepskalias JaTy U3roToBIIEHUs u3aenus, sorotun npeanpusarus, noanucu OTK u BII (mpu nocraBke

= C MIPUEMKOI BOCHHOT'O MIPE/ICTABUTEILCTBA).

% 1.5.3 Ha muctpubyruBHBIH OH HaHeceHa JTHKeTKa, coJep)Kamias: HAaUMEHOBAaHHE,

g 0003HauUeHHE U BEPCUIO0 MPOTrPaMMHOrO OOeCleyeHMs; HaUuMEHOBaHME, 3aBOJICKOM HOMEp M Jary

@ W3TOTOBJICHUS] U3ZENNs; HAUMEHOBAHHUE IMPEANPUATHA-U3TOTOBUTENS, a TaKXKe MOIMNNCH U OTTHCKHU

~ OTK u BII (npu nocraBke ¢ IpueMKO BOGHHOTO MTPEICTABUTEIHCTBA).

%

o 1.6 YnakoBka

=

§ 1.6.1 vl/IzzlenHe yIaKOBaHO B KapTOoHHYI0 kopoOky DJIIIN.735312.007, B KOTOPYIO BIOXEH

m YIaKOBOYHBINM JIUCT C OMUCHIO KOMIUIEKTa MOCTaBKU M moamnucsamu ynakosimuka, OTK u BII (nmpu
MIOCTaBKe C MPUEMKOI BOGHHOT'O MPE/ICTaBUTEILCTBA).

% 1.6.2 B xauecTBe BHyTpeHHEH YHaKoBKH [Tt TUcTprOyTHBHOTO DH (B MactMaccoBoM OOKce)

= U uHTepdericHoro Kabems cayXHUT KapToHHast kopooka G JI11MN.735312.009.

= 1.6.3 TpancnopTHO# Tapoii, B cirydyae ee Hamudus, siBisercs yrmakoBka ®J[1111.305632.001. B

?I) TPAHCIIOPTHYIO Tapy BJIOXKEHA OIHUCH.

C 1.6.4 YnakoBka (COBMECTHO C YKJIQJIOYHBIMH CPEACTBAMH) JODKHA XPAHUTHCA B TEUCHHE
rapaHTUIHOIO CPOKa.

é

2
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2 Victionb30BaHUE 110 HA3HAYCHUIO
2.1 DxcrmyaTtalnOHHBIE OTPaHUYCHUS

2.1.1 TexHuyeckue W MPOTPaMMHBIC CPEACTBA HAa OOBEKTE JOKHBI OBITh 3aIUIIECHBI OT
HECAHKIMOHUPOBAHHOTO JOCTYTA, YHUUTOXKEHUS U HCKAKCHHUS.

2.1.2 JluctpuOyTtuBHbii OH HeoOXoAMMO XpaHWUTh Kak OJTaJOH, a IS JSKCIUTyaTalluu
UCII0JIH30BATh KOIHUIO.

2.1.3 KommpoBanue auctpuOytuBHOTO OH mOmyckaercs TOJNBKO B IENSIX PE3EPBHOTO
KONUPOBAaHUS U JJIA BBINOJNHEHUs TpeOoBanusa 2.1.2. KomumpoBaHue B MpOYMX IENAX 3alperieHo.
DKCIUTyaTUPYIOIas OpraHu3alisi HECEeT OTBETCTBEHHOCTh 33 HECAHKIIMOHUPOBAHHOE Pa3MHOXKEHUE
POrPaMMHOT0 00ECTIEYEHUS CETEBBIX OTBETBUTEIIECH.

2.1.4 3anpemeHo CaMOCTOATENbHO BCKPBIBATH M3EIME U BHOCUTb H3MEHEHHS B €ro
KOHCTPYKLHUIO.

2.2 IloaroroBka U3AeIHs K UCIIOIb30BAHHIO
2.2.1 Mepbl 6€301acCHOCTH TP TIOATOTOBKE M3/ICITHS

[lepen ncnonap30BaHUEM H3AETHS HEOOXOAUMO COOTIOIATH CIEAYIOMINE MEPBI O€30MTaCHOCTH:

- MPOBOJUTH PabOTHI MO YCTAHOBKE YCTPOMCTBA U MOAKIIOYCHUIO COSAMHUTEIBHBIX Kabenein
MIPHU BBIKJIIOYEHHOM 3JIEKTPOITUTAHUHU YCTPOIMCTBA;

- mepea  BKIIOYCHHEM YCTPOWCTBA YOEIUThCS B TNPABUIBHOCTU TMOJKIIOYECHUS JIMHUN
AJICKTPOTIMTAHUS U COCTUHUTEILHBIX KaOelel.

2.2.2 TIops 10K TMTOATOTOBKY M3/IENHS K UCTIOIb30BAHUIO

2.2.2.1 TloaroroBKa W3IEIHS K UCIIOIH30BAHUIO COCTOUT U3 CJICIYIOIIHNX IIIaroB:

1) TOAKITIOYEHHE K YCTPOMCTBY BXOAIIETO B KOMILJIEKT IIOCTaBKH OJIOKA MMUTAHUS;

2) TOAKIIOYCHHE KOHTPOJIMPYEMBIX KAHAJIOB COMIACHO MUCIOIb3YEMOU CXeME MOAKITIOUCHHUS
3) MOKIIOYCHHE CPECTB aHAIM3a COTJIACHO UCIIOIB3yEeMOI CXeMe MOAKIIOUCHHMS

©
g 4) B ciaydae HEOOXOJMMOCTH TMOAKIIOYCHHE YCTpoicTBa K  ympasisiomeidn OBM
s (mpemHa3HAUEHHOM [UIs yNpaBicHUs KOH(UTypammeil yCTpOWCTBAa) MpPH TOMOIIM BXOMASIIETO B
5'[ KOMIUIEKT TIOCTaBKU Kabeis uatepdeiicnoro RS 232 DBIF/DBIM;
2 5) B ciyuae HEOOXOAMMOCTH YCTaHOBKA MPOIPAMMHOT0 00ECIICUEHHSI CETEBbIX OTBETBUTEICH
¥ KOH(QUTYpUpPOBaHHE YCTPOICTBA.
= 2.2.2.2 YcraHOBKa MpOrpaMMHOTo obecredeHus: cereBblx oTBeTBHTENed B OC cemelicTBa
% Windows BBITTOSTHSAETCS B CIIEAYIOIIEM MOPSIKE:
g 1) BcraButh B CD/DVD-npusox 9BM auctpubytusHbiii OH;
@ 2) mnepeiitu B karanor [lporpammpl/®/IIN.03915-01/Windows muctpudytuaoro OH;
o~ 3) samyctuts ¢aiin Setup_DeltaConfigTool.exe;
2 4) crienys MHCTPYKIIMSAM MacTepa YCTAHOBKH, 3aBEPIIUTh YCTAHOBKY.
o Jns ynanenus nporpammsl B OC cemeiictBa Windows HeoOXxoauMo 3a1aTh paBa Ha yAajIeHUe
= Ha (ailil porpaMMHOTO OOCTEeYeHHsI CETeBhIX OTBEeTBUTENEH (pacmoiioxkeHnue (ailyioB yka3aHO B
2 2.2.2.4), mocne 4Yero BBINOJHUTH YAaJC€HHE MPOrpaMMbl, BOCHOJIb30BABIINCH MEHIO «YCTaHOBKa H
o yIaJeHne TporpaMM» JIMOO Tepel/si B KaTalor YCTAHOBKMA W OT UMEHH aJMHHHUCTPATOPa 3aITyCTHB
npuinokerne uninst000.exe.

o 2.2.2.3 YcraHoBka nmporpaMMHoro obecrneucnus cereBbix orBeTBuTeneii B OC CH «Astra Linux
5 Special Edition BeIOIHAETCS B CICAYIONIEM MOPSIKE:
= 1) BcraButh B CD/DVD-npusox DBM auctpubytuBHbi OH 1 CMOHTHpPOBATH €T0;
CE) 2) mepeiitu B katanor [porpammer/®JI1IN.03915-01/Astra auctpubytusroro OH;
C 3) ycraHOBUTH (eb-maker, BBIMTOIHUB CICAYIOIIYI0 KOMaH/IY:

sudo dpkg —-i deltaconfigtool 1.1 amd64.deb
é [MIpumedanue — HoMep Bepcun deb-makeTa MOXKET OTIUYATHCS OT YKA3aHHOTO.
2
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MNoan. u gata

B3am. nHB. Ne YHB. Ne ny6r.

Mopn. v pata

MuB. Nenoan.

Ecnu npennonaraercst ucnons3oBats mnporpammy B OC CH «Astra Linux Special Editiony»
Bepcuu 1.6 ¢ BKIIFOUEHHBIM PEKUMOM 3aMKHYTOH MPOTPaMMHOM Cpefbl, HEOOXOAMMO IOTOTHUTEIHHO
ycranoBuTh naket astra-digsig-oldkeys us cocrasa OC.

s ymanenus nporpamMmel B OC CH «Astra Linux Special Edition» HeoO6xoaumMo OT HMEHH
CYNEepIOJIb30BATEIsI BBIOJHHUTH CICIYIOUIYI0 KOMaHTY:

sudo dpkg -r deltaconfigtool

2.2.2.4 Tlocne yCTaHOBKHU IMPOTPAMMHOT0 00€CTIeYeHHsI CETEBBIX OTBETBUTEINIEH aIMUHUCTPATOP
0€30IaCHOCTH JOJDKEH HACTPOUTH MpaBa JOCTyIa HA YTCHUE M 3aIyCK JJIS MOJIb30BATEIICH, KOTOPhIC
JIOJDKHBI KCoiib30Bath 310 [10. J{71st ocTalibHBIX OJIB30BaTENCH TOCTYII IOJDKEH OBITh 3aIlpelicH.

B 32-6utHbix Bepcusix OC Windows aiiasl mporpaMMHOTO OOCCIIEYEHHST CETEBBIX
OTBETBHTEJICH 10 YMOIYaHUIO yCTaHaBiuBaroTcs B karaimor Program Files\DeltaConfigTool, a B
64-6utHBIX Bepcusax — B karanor Program Files (x86)\DeltaConfigTool.

B OC CH «Astra Linux Special Edition» nmporpamMMHoe oOecrieueHHe CETEeBbIX OTBETBHUTEICH
Bkirouaet ¢aiiasl /usr/bin/DeltaConfigTool u /usr/lib/libDeltaConfig.so0.1.0.0.

2.2.3 Yka3zaHus 110 BKIIFOYEHUIO U BBIKJIFOUYEHUO U3EINUS

Jis BKIIOUEHUS H3AENTUS HEOOXOAMMO MOJAKIIOUUTH €ro K JIMHUU DJIEKTPOIUTAHUS IMPHU
MOMOIIIH BXOJSIIEr0 B KOMIUIEKT MMOCTaBKU OJIOKA MTUTAHMUS.

Brikmrouenne u3fenus OCYIIECTBISETCA IMyTEM OTKJIIOYEHUS YCTPOHCTBA OT JIMHHH
AJIIEKTPONUTAHHUS.

2.3 Hcnonp3oBanue nu3neius
2.3.1 Pesxxumbl pabOThI U3IETUS
2.3.1.1 OOiee onucaune

YcTpoiicTBo mpeaycMaTpuBaeT GyHKIIMOHUPOBAHHUE B TPEX PEKUMAX:

- pexuM «Oaifmacy;

- Pa3AeIbHBIN PEXUM,

- PEXUM arperammy.

YCTpoHCTBO aBTOMATHMYECKH TMEpPEKIIoYaeTcss B peXuM «Oadmacy Tpu  OTCYTCTBUU
ANIEKTPONUTAHUS M TPOJOJDKAET HAXOAUTHCA B JAaHHOM pPEXUME BIUIOTh [0 MOSBICHHS
anekTponutanus. [locne MOsSBIEHHUS AJIEKTPONUTAHUS YCTPOHCTBO B 3aBUCHMMOCTH OT HACTPOWKHU
aBTOMATHUECKH MEPEXOIUT MO0 B pa3AeibHBIN PEXUM, TUO0 B PEKUM arperamuu.

[Ipr mocraBke yCTpOICTBO HAacCTpOEHO Ha paboOTy B pas3ienbHOM pexume. llepexnrodenue
MEXIY pa3felbHBIM PEKUMOM U PEKUMOM arperaiuu OCYIIECTBISIETCS TP TTOMOIIHM TPOTPAMMHOTO
o0ecTieueHns CEeTeBhIX OTBEeTBUTENEH. OnMucanne HaCTPONKY M3EIHsI TpUBEIeHO B 2.3.2.

2.3.1.2 Pexum «baitmacy»

[Ipu paGoTe B JaHHOM pEKUME YCTPOMCTBO MACCHBHO IPOIYCKAET BECh MPOXOJAIIUN IO
KOHTPOJMPYEMOMY KaHaly Tpaduk, HE Yy4acTBys B IMpolecce OMNpeAeTeHHs IyIUIEKCHOIO H
CKOPOCTHOTO PEKMMOB MEXIY MHOAKIIOYEHHBIMU y3iaMu ceTd. OTBeTBiieHHEe Tpaduka B JaHHOM
pEeXHUME HE OCYIIECTBISETCS.

2.3.1.3 Pa3znenbHbIN pexum

PaznenbHbI  pe’kuM  JIOCTYNEH Ui KOHTPOJHMpyeMoro kaHaia craHaaptoB 10Base-T,
100Base-T u 1000Base-T.

[Tpy pyHKIMOHMPOBAHUM B JAHHOM peXHUMe TpahuK, UIYLIIHHA 10 KOHTPOIUPYEMOMY KaHally B
npsMOM HarpasiieHuH (13 A B B), oTBeTBIIIeTCs Ha NEpBYIO Mapy MOPTOB IS MOJKIIOUYEHUS CPEACTB
ananm3za (1, 2). Tpaduk, naymmii o KOHTPOIMPYEMOMY KaHaly B 00paTHOM HarmpasiieHuu (13 B B A),
OTBETBJISIETCS HAa BTOPYIO Mapy MOPTOB JJIs MOJKIIOYEHHUs cpeacTB aHanuza (3, 4). Cxema paboThI
MOJIyJIei OTBETBJICHUS NIPU paboTe B pa3feIbHOM PeXHMe NoKa3aHa Ha pucyHke 2.1.
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Pucynok 2.1 — Cxema paboThl ycTpoiicTBa B pa3eIbHOM PEXHUME

B ciyuae, ecnu mcnosib3yemble CpelcTBa aHaidu3a Tpaduka MpeAroyararoT arperupoBaHUeE
Tpaduka mepex ero oOpabOTKOW, mpu paboTe H3AEIHS B PA3IEIbHOM pPEXUME HEOOXOIMMO
OCYIIECTBIISATh arperayio Ha IporpaMMHOM ypoBHe (Hanpumep, cpeactBamu OC). B npunoxkennn A
NpUBEICHBI HHCTPYKIIMH 110 HACTPOMKE MTPOrPaMMHOIT arperaiuu Tpaduka JIByX CETEeBbIX HHTEP(EHCcOB
11st paznuuabix OC.

2.3.1.4 Pexwum arperaruu

Pexxum arperanmy JIOCTymeH jisi KOHTpPOJMpyeMoro KaHaia cranaaptoB 10Base-T u
100Base-T.

[Tpu GyHKIMOHUPOBAHUH B TaHHOM peXHUME TpaduK, UIYIIHil IO KOHTPOIUPYEMOMY KaHAITY
CBSI3M B OOOMX HAINpPABJICHUSX, OTBETBISETCS HA KAXKIbIH M3 TIOPTOB, NPEAHA3HAYCHHBIX IS
noakItoueHus: cpeacts ananmsa (1, 2, 3, 4). Cxema paboTsl MOAyJiel OTBETBIEHHUS MpU padboOTe B
peKUMe arperanuy nokasaHa Ha pucyHke 2.2.

IRIE] e (91D IV E e IO
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. » Y | I » » » - - > —l -
= || 4 [
g - i -~ - ~ ~3 ~ - - =~ g | m— -
= | [lensma-24 |
= .
S| Pucynok 2.2 — Cxema paboThl yCTpOWCTBA B PEKUME arperainuu
I
ol
= BHMUMAHUE! Ilpu noaxiro4eHUM YCTPOWCTBA, HACTPOCHHOIO Ha PEXHMM arperanuu, K
o
Zz KOHTpoJMpyeMoMy kKaHaiy cranfapra 1000Base-T orBerBiieHne OyneT OCylIECTBIATHCA B pa3ieIbHOM
o pEXHUME.
z
@ .
z 2.3.1.5 IIpumepsl cxeM MOJAKIIIOYEHUS YCTPOIicTBa
z
2 B nepBoM paccMaTpuBaeMoM cilydae MpH IMOCTPOSHUU MH(POPMALMOHHON CHCTEMBI UMEETCs

3aja4a aHanu3a Tpaduka co CIeayIOUMMH YCIOBUSIMHU:
@ - KOHTPOJMpYEMBbIH KaHas paboTaer no ctangapty 100Base-T;
© - TpaduK KOHTPOJMPYEMOIO KaHaja JOJDKEH ObITh MOJYy4eH TpeMs CpeACTBaMH aHalu3a,
= paboTarouMMU Ha TPEX HE3aBHCUMBIX allllapaTHBIX I1aT(opMax.
= B takom ciyuae uszenue 10KHO UCIIONIb30BaThCsl COTTIACHO CXEME, H300pakKeHHOW Ha pUCYHKE
o
e 2.3a. Ilpu 3TOM M3aEINe TOMKHO OBITh CKOH(PUTYPHPOBAHO HA Pa0OTy B PEKUME arperaru.
Bo BTOpoM paccmaTpuBaeMoM cilydae MpHU MOCTPOSHUH MH(POPMALMOHHON CHCTEMBI UIMEETCS

= 3aJada aHajau3a Tpaduka co CIeIyIOIUMH YCIOBUSIMHU:
§ - KOHTPOJHMPYEMBIi KaHaa padoTaet mo ctangapty 1000Base-T;
ol
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o @/11111.468353.032PD
I
= MamJJinuct] Ne gokym. Moan. |darta 10

Konuposan dopmat A4




- TpaduK KOHTPOJIMPYEMOIo KaHaua JOJDKEH OBITh IMOJYy4YeH JABYMS CPEICTBAMHU aHAIU3a,

paboTaIMMH Ha OJTHOM anmapaTHOU maTdopme.

B takom ciryuae u3zaenue 10JKHO UCTIONb30BaThCS COTTIACHO CXeMe, M300paKeHHOM Ha PUCYHKE
2.306. Ilpu aTOM H31ENHE TOJDKHO OBITh CKOH(UTYPUPOBAHO HA PabOTy B Pa3IeIbHOM PEXUME.
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Pucynok 2.3 — [IpumMepbl cxeM NOJKII0UEHUs YCTpoiicTBa

©
g 2.3.2 KondurypupoBanue u3enus
= 2.3.2.1 Tlopsnok KOHPUTYPUPOBAHUS
5 i
C Jns  KOH(MUTypUpOBaHUS  yCTPOWCTBA OHO  JOJDKHO  OBITh  MOJKIIOYEHO  4Yepe3

KoHurypanroHueiii mopt RS-232 x ympapnstomerd OBM, mpu 5ToM B HENSX HpPeAOTBPALICHUS
5 HOBPEXJICHUS 000PYAOBaHMS MOAKIIOUEHUE JODKHO OCYLIECTBISATHCS NMPH BBIKJIIOYEHHOM NMUTAaHUU
2 ycrpoiictBa. Ha ympaBnstonryto OBM ¢ nuctpuOytuBHoro OH 10mkHO OBITH yCTaHOBJIEHO
S IporpaMMHOE O00€CleueHUE CETEeBhIX OTBETBUTENEH (yTHIUTa KOH(MUIYPUPOBAaHUS YCTPOMCTB
d «enbra-24»/«Jlenbra-24c»). Onucanue MopsiKa YCTAHOBKH MPOIPAMMHOTO OOECIIEYEeHUS] CETEBBIX
S OTBETBUTENEH NpUBeIeHO B 2.2.2.
2 KongurypupoBanue ycTpoicTBa OCyIIECTBISETCS B CIEAYIONIEM OPSIKE:
o] 1) na ynpasmstomeii OBM 3anycTHTh yTWINTY KOH(HUTYpPHpPOBaHHS YCTpOHCTB «Jlenbra-
s 24»/«/lenmpTa-24cw;
2 2) BBIOpaTh U3 CIIUCKA MOKIIOYCHHBIX YCTPOICTB Tpedyemoe;
@ 3) 3anath I BRBIOPAaHHOTO yCTPOMCTBA HEOOXOIMMbIC HACTPOMKH U COXPAHHUTH HX;

4) 3aBepuIUTh pabOTy YTHINTHI KOHQUTYPHPOBaHUS yCTPOHCTB «Jlenbra-24y/«/lenpra-24c».
E 3a/laHHbIe HACTPOMKU MOJTYJIsl OTBETBIICHHUSI HAUHYT J€HCTBOBAThH Cpa3y e MOCIIE BBIMOIHEHUS
;E JCWCTBHIA, OIMCAHHBIX B IEPEUUCICHUU 3).
Eﬁ 2.3.2.2 3amyck ¥ 3aBepIlIeHUE TPOrpaMMbl
Jlns 3amycka nporpammbl B OC cemeiictBa WIiNndows HEOOXOAMMO BOCIIONIB30BATHCS SIPIIBIKOM

é Ha pabodem croyie (ecnmum OH OBUI CO37JaH B TMPOIECCE YCTAHOBKH ITOCPEICTBOM BBIOOpa
2
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COOTBETCTBYIOLICH OMIuK) J10O0 MEepeTH B KAaTaJOr C YCTaHOBJIEHHOW MPOTPaMMOM M 3aIyCTHTb
npuioxenne DeltaConfigTool.exe. B moboM u3 mepedncieHHbIX BapUAHTOB 3aIlyCK HEOOXOIUMO
OCYIIECTBIISATH OT UMEHHU aIMHHUCTPATOPA.

Jis 3amycka nporpamMmel B OC CH «Astra Linux Special Edition» Heo6xoauMo B KOMaHIHOM
CTPOKE C IIpaBaMH CyIEPIOIb30BATENsI BRIIOJIHUTh KOMaHAy DeltaConfigTool.

B pesynbrate 3amycka Ha SKpaHe TOHKHO MOSIBUTHCS TJIABHOE OKHO MPOrpaMMbl (PUCYHOK 2.4).

A% ¥runuta kondurypupoeanua yerpoicte "leneta-24"" Jeneta-24c" — O x
Adeiactena  [Momowe
[oCTyNHbIE YCTPOWCTEA MNapameTpel
Yorpodcreo (COMI) BepoiA NpoWMBKK YCTPONCTES 1.2
ArpervMpoBaH1e Tpaduka
OEHOEMTE CIMCOK COXPEHMTE HACTPOKM

Pucynok 2.4 — 'maBHOE OKHO MPOTPaMMBbI

3aBepIUTh padOTy MPOrpaMMbl MOXKHO, HaKaB KHOIIKY 3aKPBITHS B IPaBOM BEPXHEM YIITy OKHA
WM BBIOpaB MyHKT MeHIO «JlefcTBHs/BrIxomy.

2.3.2.3 Pabora ¢ yTuiautoil KoHGUrypupoBaHus yCcTpoicTB «/lenbra-24»/«lenbra-24c»

®

[

© o 9

=3 IIpu 3anmycke nporpamma NpOU3BOAUT MTOUCK yCTPOKCTB, NOAKIOUEeHHBIX K OBM. Halinennsie

= o o

= ycTpoiicTBa oToOpaxkaroTes B crucke «JloctymnHbie ycTpoiictBa» (cM. pucyHok 2.4). Ecnu He ObuIO

g HaAlJICHO HU OJIHOTO YCTPOMCTBA, BMECTO CIHCKA YCTPOMCTB Oy/eT BhIBEJIEHA HAMUCH «YCTPOHCTBA

C He HaijaeHbl» (pucyHok 2.5). OOHOBHUTH CIMCOK YCTPOWCTB MOYKHO Ha)xaB Ha KHONKY «OOHOBHUTBH
_ CIMCOK» WM BbIOpaB MyHKT MeHIO «/leiicTBus/OOHOBUTH CTUCOK YCTPOHCTBY.

=

O

>

g A% ¥1unwTa Kondurypupoeanua yorpoicte "deneta-24"" Jeneta-24c" — O et

gﬁ Aeictena Momows

S -

9 JocTynHbIE YCTPOWCTES MapameTpbl

5‘; YcTpofcTEa HE HaAEHE! Bepoia NpowMEKK YCTPORCTEa 0.0

=

s ArpervpoBaHie TpadiKa

®

(32}

[an]

©

-

®©

=

=

E': OBHOBMTE CMCoK CoXPaHHTL HACTPOiKK

o

C

= Pucynok 2.5 — Bun rinmaBHOTO OKHa POrpaMMBbI IIPU OTCYTCTBUU MOJKIIOYCHHBIX YCTPOMCTB

3

=

ol
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[Ipu BBIOOpPE yCTPOHCTBA U3 CIHMCKA AaBTOMATUYECKH IMPOU30IIET CUNTHIBAHUE €r0 HACTPOCK U

BEPCHHU MPOILINBKH.

Hacrtpoiika «ArperupoBanue Tpaduka»

MIO3BOJISIET MIEPEKIII0OYATh YCTPONCTBO MEXAY

pa3/ieIbHBIM PEKUMOM M PEKUMOM arperanud. B cioydae ecnu JaHHAas HAcTpOWKa BKJIFOYCHA,
YCTPOMCTBO mpu (YHKIIMOHUPOBAHWHM KOHTPOJIUPYEMOro KaHama 1o cranpapram 10Base-T wu
100Base-T Oynmer paboTaTh B pexxuMe arperaliiu, B MpOTUBHOM CITy4ae YCTPONCTBO OyaeT paboTaTh B

pasacIIbHOM PCIKUMCE.

Knomnka «CoxpaHuTh HaCTPOMKW» CTAHOBUTCS aKTHUBHOM NMPH U3MEHEHHUH JIFOOOW HACTPOUKH.
OHa mo3BOJISIET COXPAaHUTh BHECEHHbIE M3MEHEHUs. Takke MOXKHO COXPaHUTh HACTPOIKH, BHIOpaB
NYHKT MeHI0 «JleiicTBus/CoXpaHuTh MapaMeTpbl», WK ¢ MOMOIIbI0 coueTanust kinapumn Ctrl+S.

Uro0Obl y3HATh KOHTPOJIBHYIO CYMMY IPOIIMBKH YCTPOMCTBA HEOOXOJUMO BBIOpaTh MYyHKT
MeHIo «JleficTBusi/PacueT KOHTPOJIBHOM CyMMBI MPOLIMBKH ycTpoiicTBay. [lociie pacdyera mosBUTCS
OKHO C KOHTPOJIbHOU CyMMO (pUCYHOK 2.6).

A: Pacuér koHTponeHOW CyMMEl NPOLIKBKN YCTROHCTES *

o KonTponeHas cymma npowmekn yorpoictea: SRAT6130

Pucynox 2.6 — [Ipumep okHa ¢ KOHTPOJIBHON CYMMOH MPOIIMBKHU YCTPOMCTBA

BeoI3Bath cripaBky 0 mporpaMme MOKHO HaxkaB kiaBuily F1 unu HakaB Ha myHKT «CripaBka» B

MeHIo «IloMomiey.

Jlnsa 3aBepuieHust pabOThl MporpaMmbl HEOOXOAMMO Ha)KaTh HA KHOIKY 3aKPBITHS TJIABHOTO
OKHa ITPOrpaMMBbI JTIH0O BBIOPATh MYHKT MeHI0 «JleficTBrs/Boixom.

£ 2.3.2.4 Coo0lieHus onepaTopy
=g
=
= B Ttabnune 2 mpuBeneHbl BO3MOXHBIE COOOIIEHUSI OMepaTopy, BblIaBaeMble NMpH paboTe C
ér YTHIUTON KOHQUTYpUPOBaHUS YCTPOUCTB «JlenmbTa-24»/«Jlenpra-24cy.
: Tab6muia 2 — CooO1ieHus: onepaTopy
\é Copepxanne cOOOIICHUS Omnucannie cOOOIICHUS JelicTBus moap30Barteis
3 Ommbxka npu yrenun Bepcuu | He ymanoce cumtars Bepcuto | [IpoBeputh, uTO  yCTpOHCTBO
i MPOIINBKH MIPOIIABKH MOJICOEIMHEHO, HET pa3phlBOB B
z KaHaie CBSI3H, MOBTOPUTH
9 oTepaluio
o Ommbka 1npu mnomyueHuu | He yJ1aJIoCh nosyuuts | [IpoBeputh, 4YTO  yCTPOHCTBO
s TEKYIINX HACTPOEK | TEeKYIIHE HaCTPONKU MOJICOEIMHEHO, HET pa3phiBOB B
s yCTpoiicTBa KaHaie CBSI3H, MOBTOPUTH
@©
2 oTepaluio
Ommbka mnpu coxpaHenuu | He  ynmamocs  coxpanuth | [IpoBeputh, uTO  yCTpOHCTBO
© HaCTpOEK HaCTpOKH MOJICOEIMHEHO, HET pa3pbhiBOB B
S KaHalle CBsI3H, IIOBTOPUTH
= OTepaIuio
c&) Omnbxa npu pacu€ére | He  ymamoce  paccumrars | IIpoBeputh, dYTO  yCTPOMCTBO
C KOHTPOJIbHON CYMMBI | KOHTPOJIbHYIO CYMMY MOJICOEIMHEHO, HET pa3phiBOB B
MPOIINBKH yCTPOHCTBA KaHaye CBSI3H, MOBTOPUTH
= OTepaIuio
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Copepxanne COOOIICHUS Onucannie cOOOIICHUS JelicTBus moap30BaTeis
Ommbka 00paboTku naHHbIX. | Homep nmpunsiToii komanael He | [I[poBepuTh, YTO  YCTPOMCTBO
Komanna He n3BecTHa BXOJIUT B CIUCOK HOMEPOB | MOJCOCAUHEHO, HET Pa3phIBOB B
KOMaH/ KaHaje CBSI3H, MTOBTOPUTH
OIepaLuIo
Ommbka npu obmene | [Ipu oOmene panHeiMH ¢ | [IpoBepuTh, YTO  yCTPOHCTBO
JaHHBIMH C  YCTPOMCTBOM. | YCTPOKWCTBOM BO3HHKJIA | TOJICOEITUHEHO, HET pa3pbIBOB B
[IpoBeprTe MOJKIIIOUEHHUE | OIInOKa Win JaHHbIC | KaHase CBSI3H, MTOBTOPUTH
yCTpOMCTBA MOBPEXKJACHHl B  MPOIIECCE | OMEPALUIO
nepenayu
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npeaynpeKACHUA OTKa30B U HCHCHpaBHOCTefI.

KOMILIEKCa paboT CIIeyIONX BUIOB:

3 Texauueckoe 00CTyKUBAHUE H3CIHUS
3.1 O0uue ykazanus

3.1.1 Texunueckoe oocinyxkuanue (TO) anmapaTHOM YaCTH U3ETHS TPOBOAUTCS 110 TIJIAHOBO-
IPeIyNpPeIUTEILHON CUCTEME C TENbI0 MOICPKAHMS U3/ICTHS B MIOCTOSSHHON TOTOBHOCTH K paboTe,

3.1.2 Texnuveckoe 00CITy)KHBAaHHE 3aKITIOYACTCS B IPOBEPKE COCTOSIHUS U pab0TOCIIOCOOHOCTH
uzenusi, coctostaus /1, mpoBeieHuU paboT MO OYUCTKE OT IMBUTH U TPS3H.
3.1.3 TexHuyeckoe OOCTY)KMBAaHHE U3JCIUS MPEIyCMAaTPUBACT IIJITAHOBOE BBIMOJIHEHHUE

- texundyeckoe oociyxkuBanue Ne 1 (TO-1) — TexHudyeckoe 0OCIyKMBaHUE MPH IEPBUIHOM
YCTaHOBKE U MEPEYCTAHOBKE M3CIHUs Ha EJECBOU y3el PYHKIIMOHUPOBAHUS
- texuudeckoe oocayxuanue Ne 2 (TO-2) — romoBoe TeXHUUECKOE 00CTyKMBaHHUE.

TO-2 npoBOAKUTCS OJIMH Pa3 B IOJI HE3aBHCUMO OT MHTCHCHBHOCTH 3KCIUTyaTAIlHH U3ICIIHSL.
3.1.4 K mnpoBeneHHI0O TEXHUYECKOTO OOCTY>KMBaHUS JOMYCKAIOTCS JHUIA, HW3YyYHBIINE
HACTOSIIUHN JTOKYMEHT U TIPOIICIIINES HHCTPYKTAXK 10 TEXHUKE 0€30MacHOCTH.

3.2 Mepsl 6e30m1aCHOCTH

s obecnieueHnst 6€30MaCHOCTH OOCITYKHBAOIIETO MEPCOHANA W MPEAyHIpPEeKICHUS ClIyJaeB
BBIXO/Ia U3 CTPOS M3JENUS TPH MPOBEICHUN TEXHUYECKOTO OOCITY)KMBaHUS HEOOXOIUMO COOIIONATh
oOmme TpeboBaHMsI 10 TeXHUKE Oe3omacHocTH Ha DBM u ciieyromiye Mephl MPe10CTOPOKHOCTH:

- TIPOBOJIUTH TPOBEPKY COCTOSIHUSI W3AEIHS B COOTBETCTBHU C 3.3.2 IMpPH BBIKIIIOYEHHOM
AJIEKTPOIUTAHUM YCTPOUCTBA,
- yOenuThCs mepes BKIIOUYEHUEM HU3JENUs B MPaBHIBHOCTH MOJIKIIOUYEHUS COCAMHUTEIBHBIX
Kabenei.

3.3 TopsAnok TEXHUYECKOTO 0OCTYKUBAHHS U3IEIUS

©
g 3.3.1 Ilepeuens onepanwmii TO npuBeneH B Tadauie 3.
=
g'[ Tabmumua 3 — [epedyenp onepanuii TO u UX MEPHOAMIHOCTH
2 Buast TO Homep myHKTa
HaumenoBanue oobexra TO u paboThl TO-1 TO-2 C OMCANIEM
5 [IpoBepka cocTOsIHUS U3ENIUS + + 3.3.2
= [TpoBepka pabOTOCIOCOOHOCTH U3/IENIUs + + 3.3.3
2 [IpoBepka cOCTOSIHUS IKCIUTYaTAIIMIOHHOM IOKYMEHTaluu - + 3.34
o [Ipumeuanue — 3HaKaMH B TAOJIUIE OTMEUYCHO: «1» — MPOBOAMTCS, «-» — HE IPOBOJIUTCSL.
s
%_ 3.3.2 TIpoBepka COCTOSTHUS M3/IEIHS BHITIOIHSCTCS B CIEIYIOMIEM MOPSIKE:
g 1) mpoBepuTh, HET JIN MEXaHUYECKUX TTOBPEKICHUN Ha HAPYKHBIX YaCTSIX COCTABHBIX YacTeH
Z u3nenus (yCTporucTBo, Kabenu, kommakT-auckn) npu TO-1, TO-2;
S 2) IIPOBEPUTH, HET JIU MOBPEKIACHUI U KOPPO3UU KOHTAKTOB.
s [TpoBomuMBIE pabOTHI — yIAIUTH MBLTH U TPS3b OSI3bI0 U KUCTOYKOH ¢ Hapy)KHBIX MIOBEPXHOCTEH
© COCTaBHBIX YacTell U3/enus.
5 3.3.3 IIpoBepka pabOTOCTIOCOOHOCTH U3/IETHS MPOBOJANTCS HA MECTE TUIAHOBOM AKCIUTyaTallun
S U BBITIOJTHSETCS B CIIEAYIOIIEM TOPSIIKE:
= 1) NOAKIIOUNTH THTAHWE YCTPOICTBA, YOCIMTHCS B TOM, YTO 3aropelicsi CBETOIHOIHBIN
S WH/IMKATOp HAJMYUS TTUTAHUS,
= 2) M0 CBETOAMOAHOW WHIMKALMHM IOPTOB JUISA IOJKIIIOYEHHS KOHTPOJHPYEMOTrO KaHaja
: yOeauThesl B YCTAHOBKE YCTOWYMBOTO COSAMHEHUS MEXK/Ty MOJIKIIOYCHHBIMU Y3JIaMH CETH;
% 3) Mo CBETOAMOJHOW MHAWKAIWU MOPTOB JUIS MOIKIIOYEHHS CPEICTB aHajiH3a YOCAUTHCS B
C
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MNoan. u gata

B3am. nHB. Ne YHB. Ne ny6r.

Mopn. u pata

MuB. Nenoan.

YCTaHOBKE YCTOMYHMBOTO CETEBOT0 COCIMHEHUS MEKTY MOJIKIIFOUEHHBIMU Y3JIaMU CETH;
4) creHepupoBaTh TpaQuK Ha KOHTPOJIUPYEMOM KaHaJe CBS3H, IO CBETOIUOIHON MHIMKAIIUH
MOPTOB JIJISl TIOJIKITFOUEHUST KOHTPOJIIMPYEMOTO KaHaIa yOeauThCs, 4TO TpaduK YCIEIIHO TMepeaacTcs

YCTPOMCTBOM,;

5) 10 cBETOMOIHON WHAMKALMU MTOPTOB JUTS TOAKIIOUCHHS CPEJICTB aHAIN3a YOS IUThCS, YTO
TpadUK KOHTPOJIUPYEMOT0 KaHaJIa YCIEITHO OTBETBIIACTCS HAa CPEACTBA aHAIM3A.

[IpoBepka cuuTaeTcsi BHIMOIHEHHOM YCHEIIHO, €CIM Ha KaXK/I0M Iare MoJIydYeHHbIM pe3yJbTar
COOTBETCTBYET 3as1BIICHHOMY.

3.3.4 Topsimok TPOBEPKHU COCTOSTHUS SKCIUTYaTAllMOHHON JOKYMEHTAIIUU U3/IETUs TIPUBEICH B

tabnuriie 4.

Tabnuua 4 — IIpoBepka cOCTOSIHUS HKCIUTYaTallMOHHON TOKYMEHTAIUU

Copepxanue onepanuu

[TpoBoumBbIe pabOTHI

IIpoBepuTs cOCTaB KOMILIIEKTA

IIpoBepka TPOM3BOAUTCS IO BEIOMOCTH SKCIUTyaTallMOHHBD

AKCILTyaTalMOHHOW JIOKYMEHTOB

JOKYMEHTAIIU!

IIpoBeputh kadectBO | [IpoBepka  KkadecTBa  OKCIUTyaTallMOHHBIX  JIOKYMEHTOB B
IKCILTyaTalMOHHON MIEYaTHOM BHUJIC IPOU3BOJIUTCS HA COOTBETCTBHE TPEOOBAHHSIM
JOKyMEHTaluu I'OCT B 20.57.301-76.

JucTpuOyTUBHBIN 3JIEKTPOHHBIH HOCUTENb C IPOrpaMMaMu U
JOKyMEHTalMeld He JODKEH HMMETh MEXaHMYECKMX WM HMHBIX
MOBPEXACHUN U JTOJDKEH 4uTaThbes 0e3 cOoeB. JIucTpuOyTUBHBIM
AJIEKTPOHHBI HOCUTENb C 3allMCAaHHOM Ha Hero uHpopmanuen
JI0JIKEH OBITh IIPOBEPEH Ha HAJIMYKE BUPYCOB
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4 Texyuuii peMOHT
4.1 Tlpu orkaze u3aenusi MPOU3BOAUTCS €ro OTIPaBKa Ha MPEANPUSTHE-U3TOTOBUTEND IS
BBISICHEHUSI IPUYMH BBIX0JIA U3 CTPOSI U PEMOHTA.
4.2 OtnpaBka B PEMOHT OCYILIECTBIISIETCSA BMECTE C MACIOPTOM U BBIMHCKON O MPOBEICHUU
TEXHUUYECKOTO OOCHY>KMBaHUSA Ha U3JEJNHME M ONHCAHUEM XapaKTepa HEUCIPABHOCTH U (QOpPMBI ee
MPOSIBJICHUSI.
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Mopgn. n pata

B3am. nHB. Ne YHB. Ne ny6r.

Mopgn. n gata

MuB. Nenoan.

5 XpaHenue

W3nenus B ynakoBaHHOM BHJIE€ JIOJDKHBI XPAHUTHCS B CKIIAJCKUX OTAIUTMBAEMBIX MTOMEIIEHU SIX
npu Temieparype Boszayxa ot mioc 5 g0 mioc 40 °C u oTHOocuTeabHOU BiakHOCTH He 6osee 80 %.

B cknaackux mNOMENIEHUSX, TII€ XPAaHATCS H3IENHs, JOJDKHBI OTCYTCTBOBAaTh HCTOYHHUKHU
3JIEKTPOMArHUTHOTO M3JIY4YEeHHs, HE JOJDKHO OBITh (PEppOMArHUTHBIX MAaTEPHANIOB, a TAKKE MapoB
KHCJIOT, IIEJIoueld WM JIPYTUX XUMHYECKU aKTUBHBIX BEIIECTB, MApbl WM Ta3bl KOTOPBIX MOTYT
BbI3BaTh KOPPO3HUIO.
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MNoan. u gata

B3am. nHB. Ne YHB. Ne ny6r.

Mopn. u pata

MuB. Nenoan.

6 TpancnopTupoBanue

6.1 M3aenue MOXET TpaHCTIOPTHPOBATHCS B cooTBeTcTBHHU ¢ TpeboBanusimu ['OCT 21552-84 u
I'OCT B 9.001-72 aBTOMOOWJIBHBIM, >KEJIE3HOJIOPOXKHBIM, BOJHBIM U aBHAllUOHHOM BHUIAMHU
TPAHCIIOPTA Ha JIF0O0E PACCTOSIHUE TIPH YCIOBUU 3AIIUTHI OT TPS3H U aTMOC(HEPHBIX OCATKOB.

6.2 TpancnopTUpoBaHWE W3ACIWNA IO JKEJIE3HBIM JOpOTraM CIEIyeT OCYIIECTBISATh B
KOHTEHHEepax, aBUAIMOHHBIM TPAHCIOPTOM — B O0OOTPEBAEMBIX TE€PMETH3UPOBAHHBIX OTCEKAX
CaMOJIETOB, BOJHBIM TPAHCIIOPTOM — B TPIOMaXx CYJIOB.

6.3 Pa3sMemienrue u KperuieHHE W3JAEUid B YIIaKOBAaHHOM BHJIC€ Ha TPAHCIIOPTHBIX CPEICTBAX
cieayeT MPOBOJUTh B COOTBETCTBUM C TEXHUYECKUMHM YCJIOBHUSIMU TMOTPY3KH M KPEIUICHUS TPY30B,
JIEHCTBYIOIIUMH Ha COOTBETCTBYIOIIEM BUJIC TPAHCIIOPTA.

6.4 TIpu norpy3ke u pa3rpy3Ke JOJKHBI CTPOTO BBIMOIHITHCS TPEOOBAHUS MaHUITYJISITHOHHBIX
3HAKOB W HA/AMKUCEH Ha YIIaKOBKaXx.

6.5 B TpaHCTIOPTHBIX CPEACTBAX, TIC IEPEBO3SATCS U3ICIHS, JIOJDKHBI OTCYTCTBOBATH MCTOYHUKHU
3JIEKTPOMArHUTHOTO M3JIy4YEeHHsI, HE TOJKHO OBITh (PEpPOMArHUTHBIX MAaTEpPHAliOB, a TAKKe IMapoB
KHCJIOT, IIEJIoUeld WM JIPYTUX XUMHYECKH aKTUBHBIX BEIIECTB, MAapbl WM Ta3bl KOTOPBIX MOTYT
BBI3BaTh KOPPO3HUIO.
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[Tpunoxxenne A
(pexomenayemoe)
B3anmopelicTBe co cpecTBaMU aHalIU3a CETEBOTo Tpaduka

1 OgnuM u3 BapuaHTOB HCIOJIB30BAHMSI CETEBOrO OTBETBUTENS «/JlenbTa-24» sBisercs
nepegaya OTBETBICHHOW KOMUU ceTeBoro Tpaguka Ha OBM ¢ (QYHKIHMOHUPYIOIIUMU Ha HUX
cpeAcTBaMu aHanu3a ceteBoro Tpaduka. IIpu sTomM B ciayyae pabOTBI CETEBOTO OTBETBUTENS B
pa3fesibHOM pEKHUME TMOJHBIA IMOTOK OTBETBIEHHOTO Tpaduka mepenacTcss Ha KakIyl U3
nojkiItoueHHbIX OBM 10 JBYM HE3aBHCUMBIM CETEBBIM COEAMHEHMsIM. Eciii ycTaHOBIIEHHBIE Ha
noKIroueHHBIX DBM cpeacTBa aHain3a He MPeyCMaTpUBAIOT BO3MOKHOCTh 00BbETUHEHHOTO aHAIHM3a
TpauKa JByX HE3aBUCHUMBIX CETEBbIX HHTep(eicoB, To Tpedyercs HUX OObEeIUHEHHE B OJHUH
BUPTyaibHBIA HHTEpdeiic (Moct, bridge). [Tocne co3manust BupTyanbHOro uHTepdeiica HeoOXouMO
HACTPOMUTH CPEACTBA aHAIM3a AJIsi pa0OTHl HUMEHHO C HUM.

2 Tlpu pabote cpeactB ananmsa Ha OBM nox ymnpaenennem OC cemeiictBa Windows s
CO3aHUSI MOCTa HEOOXOIMMO BBITIOJIHUTH CJIEAYIOIINE IIaru:

- OTKPBITh CIIUCOK CETEBBIX MOAKIIOUCHHI U BRIOPATh CETEBbIC HHTEP(EICHI, MOKIIOYCHHBIC
K CETEBOMY OTBETBUTEIIIO;

- HaXkaTb [PaBYIO KHOINKY MBIILIN;

- B MOSIBUBLIEMCS] KOHTEKCTHOM MEHIO BBIOpaTh «Co31aTh MOCTY.

B pesynbrare nmosiBUTCS BUPTYalIbHbBIH HHTEP(ENHC, KOTOPHIA TOJKHBI UCTIOJIB30BaTh CPEACTBA
aHaJM3a ceTeBOro Tpaduka.

[Ipumeuanue —Ha3BaHus NyHKTOB MEHIO MOT'YT HE3HAYUTENIBHO OTJINYAThCS OT YKa3aHHBIX
B 3aBHCHUMOCTH OT Bepcuu u sizbika OC.

3 Ilpu pabote cpencts ananusa Ha IBM moxa ynpasiennem OC CH «Astra Linux Special
Edition» ms co3nanus MocTa HEOOXOMMO BBITIONHHUTE CICAYIOLIHE [IIArH:

- YCTaHOBHUThH C IUCTPHOYTHUBHOTO JrcKa maket bridge-utils;

- aKTUBHPOBAThb IOJKIIOUEHHBIE K CETEBOMY OTBETBUTENIO HMHTepQeichl (i1 akTHBALUU
uHTepderica HeoOX0IMMO BBITOHUTE KOMaHay sudo ifconfig ethX up, rme ethX — ums

© aKTUBUPYEMOT'O CETEBOT0 UHTEp(eiica);
S - OTKpBITh TEPMHUHAJI C IPABAMHU CYTIEPIIOJIb30BATEIS;
= - BBIIOJHHUTH CICAYIOIIYIO ITOCIECIOBATCIbHOCTE KOMaH/ (BMeCTo ethX, ethY noacraBuTh
= UMEHa, IaHHbIE HCII0JIb3YEMbIM CETEBBIM UHTEpdeiicaM onepaluoHHON cCUCTeMOM):
2 brctl addbr bridge0
brctl addif bridge(0 ethX
c brctl addif bridge(O ethY
% ifconfig bridgeO up
S B pesynbrare mosiButcst BUpTyaibHbid nHTepdeiic bridge0, KoTopblil JOMKHBI UCTIONB30BaTh
d CpEJICTBa aHaJlM3a CETEBOTo TpaduKa.
AN 4 Hactpoiika mocta Ha OBM nox ynpasiennem OC MCBC ocyuiecTBisieTcss aHaJIOTH4YHO
2 HacTtpoiike MocTa Ha DBM mon ynpasnenunem OC CH «Astra Linux Special Editiony 3a uckimouennem
o Toro, yto naket bridge-utils 8 OC MCBC ycranaBiuBaeTcs 1o yMOITYaHUIO.
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IlepedyeHb IPUHATBIX COKPALLEHUN

BII — BOEHHOE IIPEIACTABUTENBCTBO
MCBC — MOOMIIbHAsI crucTeMa Boopy)KeHHBIX CHIT
oC — OMEpalMOHHAs CUCTEMa
OCCH - onepaunuoHHasi CUCTEMa CIIEHHAIIbHOTO Ha3HAYEHUS
OTK — OTJEJI TEXHUUECKOTO KOHTPOJISI
I1O — IIporpaMMHOE o0ecredeHue
TO — TEXHUYECKOE 00CITyKUBAHHE
VXII — YMEPEHHO-XO0JIOJTHOE UCTIOJIHEHUE
O9BM — BJIEKTPOHHO-BBIUUCIIUTENIbHAS MAIlIHA
e)i| — JKCIUTyaTallMOHHAs TOKyMEHTALIMS
OH — BJIEKTPOHHBIA HOCUTENh
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Jluct peructpanuu u3MEeHEHHU
Howmepa nucroB (cTpanuir) Bcero Howmep Bxopgsmmit
W3M. | ysvenen- [saMeHeH- HOBBIX | aHHynmpo- | JACTOB AOKY- HOMEp Honmues | [lata
HBIX HBIX panHpix | (CTPaHMI) MEHTa COTIIPOBOIH-
B JIOKY- TEIHHOTO
MEHTE JIOKYMEHTA H
JaTa
©
[
©
=g
=
=
I
o
-
c
S
>
=
ol
e
o
I
s
ol
pd
o
I
=
s
o
[32]
o
©
'_
©
o0
b
c
o0
o
-
c
o0
o
C
ol
=z Jluer
@ O JI1111.468353.032PD
I
AN MamjJiuct] Ne nokym. | TMogn. |daTa 22
Konuposan dopmat A4




